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Abstract. The development of accessible and secure digital tools is critical for inclusive education. While
our prior work demonstrated the pedagogical efficacy of a multilingual sign language learning game-
evidenced by a 35 % improvement in sign recognition and a System Usability Scale (SUS) score of
90/100-the transition to a production-ready, internet-connected platform introduces significant security
and operational risks. To address this, this paper presents a unified framework that integrates four core
disciplines-web application security analysis, software lifecycle automation (CI/CD), secure digital
document workflows, and security information and event management (SIEM)-to systematically harden
the platform and ensure its long-term resilience. We implement an integrated approach where
continuous security testing, protected data workflows, and threat-informed development work in concert
to ensure platform integrity. Results demonstrate the elimination of critical vulnerabilities, an 87.5 %
reduction in high-severity issues within three months, and a 65.4 % improvement in mean time to
remediate (MTTR). The secure certificate system achieved a 99.6 % issuance success rate and 100 %
forgery detection, with public verification in under one second. This lab-validated methodology
provides a practical blueprint for transforming innovative educational tools into resilient, production-
ready systems.

Keywords: sign language, educational game, web application security, CI/CD automation, secure
document flow, SIEM, data privacy, inclusive educational technologies.

For citation: Ashrafi A., Philippovich Y.N., Mokhnachev V.S., Makhmud A.A. Integrating information
security and systems engineering into a multilingual sign language learning game. Modeling,
Optimization and Information Technology. 2026;14(8). URL: https://moitvivt.ru/ru/journal/article?
1d=2396 DOI: 10.26102/2310-6018/2026.59.8.014

NuTterpauuss uHGOPMAIMOHHOM 0€30MACHOCTH U CUCTEMHOM
HHKEHEPUH B MYJbTHAZBIYHYI0 00Y4YaIOIIYI0 UTPY IO KeCTOBbLIM
SI3bIKaAM

A. Ampapu=, 10.H. ®ununnosuy, B.C. Moxunaues, A.A. Maxmya
Mockosckuii nonumexnuyeckuil ynugepcumem, Mockea, Poccutickas @edepayus

Pe3rome. Pa3paboTka NOCTYMHBIX M 0€30MACHBIX MHU(POBBIX WHCTPYMEHTOB MMEET OUYEHb BAXKHOE
3HAaYCHHWE JUISI WHKIIO3UBHOTO 0Opa3oBaHMsA. XOTS B Hamel mnpensimymed pabore Obura
MPOJACMOHCTPUPOBaHa Tienarorudeckas >(H(QEKTHBHOCTh MYJIbTHA3BIYHON 0Oydaromeil Wrpbl Io
JKECTOBBIM SI3bIKaM, O YeM CBUJICTEILCTBYET YIAYUIICHUE PACTIO3HABAHUS )KECTOB Ha 35 % M OICHKA 110
mkane ro3admwmmtr cucteMbl (SUS) 90 m3 100, mepexoq Ha TOTOBYIO K TMPOMBIIIIICHHOMY
WCTIOJIB30BaHMIO TUIAT(HOPMY, TOJKIIOYEHHYIO K MHTEPHETY, CO3/1aeT 3HAYNTEIbHBIE PUCKU C TOYKH
3peHus 0e30MacHOCTH M AKCILTyaTanuu. st perenus 3Toil mpo0ieMsl B JaHHOH paboTe npencTaBieHa
YHHQUIUPOBAHHAS METOJIONIOTHS, WHTETPUPYIOIIAs YeThIpe KIIOUEBBIX HANpPAaBICHUS: aHallU3
0e30MacHOCTH BeO-NIPUIIOKEHMH, aBTOoMaTtu3anus kusHeHHoro 1ukina [1O (CI/CD), opranmzarus
3AIIUIICHHBIX IU(PPOBBIX JOKYMEHTOOOOPOTOB W yHpaBieHHe WHGOpMAIe # COOBITUSIMHU
oesomacHoctu (SIEM). JlaHHas wHTerpamms TO3BOJISIET CHCTEMATHYECKH YCHIUBATh 3alllUTy
miatGopMbl M 00€CIeUYMBaTh €€ JOJTOCPOYHYIO OTKAa30yCTOMYMBOCTh. B paboTe peannsyercs
KOMIUJICKCHBIM TOAXO0J, NPU KOTOPOM HENPEPhIBHOE TECTUPOBAHUE OE30MACHOCTH, 3alIHMIICHHBIC
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MOTOKM JaHHBIX H paszpaboTka ¢ ydetom yrpo3 (threat-informed development) neiicTByroT
COIJIACOBAaHHO JIsi 00ECTIeYCHHUsT IENIOCTHOCTH TIaT(GOpMbl. Pe3ynbTaThl JIEMOHCTPUPYIOT IMOIHYIO
JUKBUJAIMIO KPUTHYCCKUX YSI3BUMOCTEH, CHW)KCHHE KOJUYECTBA MPOOJIIEM BBICOKOW CTEIICHU
cepbe3HocTH Ha 87,5 % B TEUCHUE TPEX MECSIEB, a TaKXKE COKpallleHHE CpPEAHEro BpPEMEHU Ha
ycrpanenue yszpumocteit (MTTR) Ha 65,4 %. Cuctema BeIjauu UPPOBBIX CEPTUHUKATOB JOCTHIIIA
99,6 % ycnemnocty Bbimycka u obecneumna 100 % oOHapykeHHE NOMBITOK MOAJIENKHA IPU BPEMEHU
myOanyHOW BepuUUKAIUM MEHee OJHON CeKyHIbl. J[aHHas METOMONOTHSs, BAIUAMPOBAHHAS B
nabopaTOPHBIX YCIOBUSX, MPEACTABISIET COOOH MPaKTHYECKOEe PYKOBOJCTBO IO TpaHchopMaruu
WHHOBAITMOHHBIX 06pa30BaTCHBHLIX UHCTPYMCHTOB B OTKa3OYCTOf/‘I'~H/IBBIe CHUCTEMBI, TOTOBBIC K
MIPOMBINIUICHHOW KCILTyaTallHH.

Knrouesvle cnosa: s3bIK  KECTOB, 00pa3oBaTellbHAs Wrpa, O€30MaCHOCTh BEO-TIPHIIOKEHUH,
asromaru3anus CI/CD, 3amuiieHHbld JoKyMeHTO0O00poT, SIEM, KOH(pHUIEHIHAIbHOCTD JIaHHBIX,
WHKJTIO3UBHEIE 00pa30BaTeIbHbIE TEXHOJIOTHH.

Mna yumupoeanua: Ampadpu A., Gumunmosuyd F0.H., Moxnaues B.C., Maxmyn A.A. WuaTerpanus
MHGOPMAIMOHHOM 0€30MaCHOCTH U CUCTEMHOM MH)KEHEPUU B MYJIbTHI3BIYHYIO 00YYaIOIIyIO HIPY IO
JKECTOBBIM si3bIKaM. Modenuposanue, onmumuzayust u ungopmayuonnvie mexnonoeuu. 2026;14(8). (Ha
anri.). URL: https://moitvivt.ru/ru/journal/article?id=2396 DOI: 10.26102/2310-6018/2026.59.8.014

Introduction

The challenge of creating engaging, effective, and accessible digital tools for sign
language education is both a pedagogical and a technological challenge. Our prior work
presented a fun and engaging educational game built with HTMLS5, CSS3, and JavaScript,
where players take on a first-person journey through Bengali, Russian, and American Sign
Language (ASL), as shown in Figure 1. Using a "Hunt-Revelation-Reinforcement" cycle [1] in
culturally authentic environments, the game showed strong potential (Figure 2). This approach
engaged learners and supported steady progress.

Sign Translator Sign Language . Login Register Download
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Figure 1 — User interface for selecting a target sign language
Pucynoxk 1 — ITone3oBarenbckuil uHTEpQEiic A BEIOOpA LIETEBOTO KECTOBOT'O SI3bIKA
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Alpha testing with 50 participants showed a statistically significant 35 % improvement
in sign recognition, with 85 % of volunteers maintaining high motivation and the platform
achieving an excellent System Usability Score (SUS) of 90/100 [2]. These findings validated
the core hypothesis that a game-based approach can foster high engagement and steady learning
progress.

The first version of the game was simple and worked well with a limited number of
users on similar devices. However, the next steps for the game-like saving each player's
progress, giving them achievements, and awarding official certificates-require a significant
architectural change. This demand makes it clear we need to move from a simple app to an
internet-connected system with a central server. This shift is necessary for the game to grow
and offer these new features.

This change also creates new risks. Once the platform saves personal user data and
issues digital certificates, it becomes more attractive to attackers. So, as the game evolves,
implementing much stronger security is a must.

g% oo ST Ty (W6 "5 Srwait ofefiay
TA?

1 I

Figure 2 — User interface for answer selection and validation
Pucynox 2 — I[lonp3oBaTenbekuit mHTEpdElic 1T BEIOOpa M IPOBEPKH OTBETA

Our previous work on Bengali Sign Language lexicography [3] established an
information-theoretic metric for automated dictionary development, demonstrating the
importance of systematic, data-driven approaches for low-resource sign languages. The present
study extends this methodological rigor to the security and systems engineering domain,
ensuring that the educational game platform is not only pedagogically effective but also resilient
and trustworthy for its users.

This paper constructs a unified framework, drawing from four key information security
and systems engineering disciplines. It is structured as follows: Section 2 provides an overview
of the four integrated security and engineering disciplines. Also it details the proposed
framework and methodology. The next section describes the results and validation of our

314



MopenupoBanue, ONTUMU3ANKUS U HHPOPMAIIMOHHBIE TEXHOJIOTUH / 2026514(8)
Modeling, Optimization and Information Technology https://moitvivt.ru

approach. Then the discussion section, and finally, it concludes with the outlined directions for
future work.

Materials and methods

To systematically address the risks and operational challenges, we integrate four
complementary disciplines into the game's development lifecycle.

Web Application Security Analysis (From Vulnerabilities to Protection): This discipline
involves the proactive identification and mitigation of weaknesses in the game's code and
architecture. For a web application, common threats include:

— Cross-Site Scripting (XSS) [4];

— Cross-Site Request Forgery (CSRF) [5];

— Insecure Data Handling [6].

To solve such issues, we model the educational game application A as a state machine,
defined by the tuple (C, I', S;), where C is the codebase, I" the system architecture, and S; the
state at time ¢. A threat agent 74 can compromise A by exploiting a vulnerability V' from the set
of all potential weaknesses v.

Cross-Site Scripting (XSS): XSS [7] constitutes an injection attack where unsanitized
user input is rendered within the application's output. Formally, let Render (S, I) be the function
that renders application state S with embedded input /.

If I contains a malicious script o, and Render executes it in the user’s browser, that’s a
security problem. The main way to prevent this is by carefully encoding the input before
displaying it. We use a sanitization function, Encode, which transforms / into a safe version, /".
When we render with Encode(l), any harmful scripts o are turned into harmless data, preventing
the attack defined in formula (1), which is given below:

Vo € I,Render(S,Encode(l)) E executes(o). (1)

Cross-Site Request Forgery (CSRF): CSRF forces an unauthorized state transition in A
via a request crafted from an external domain. A vulnerability is present when a valid user
session @ can be leveraged to execute a privileged action a € A via a request R where the
request origin is not trusted, defined in formula (2), which is given below:

Origin(R) & TrustedDomain(A). (2)

The standard mitigation is the use of a synchronized anti-CSRF token. The server
embeds a token t = f(®), where f is a cryptographically secure function and Ko+ @ server-
side secret. Any state-changing request R must include t, which the server verifies as a formula:

VerifyToken R = (Token(R) — f(Sessiong, Ksocret))- 3)

This ensures the request is intentional and originates from the legitimate application
state.

Automation of Software Lifecycle Processes (CI/CD): Continuous Integration and
Continuous Deployment (CI/CD) [8] automate the process of moving code from development
to production. For our research, a CI/CD pipeline automatically tests, integrates, and deploys
changes reliably. This includes:

— Automated Testing: Unit tests for game logic, integration tests for APIs and content
loading, and end-to-end (E2E) tests simulating user interactions.

— Security Testing: It uses special tools called Static Application Security Testing. The
short name for these tools is SAST [9]. These tools are added into the pipeline. They
automatically scan the code to find security vulnerabilities.

— Automated Deployment: It uses scripts to move the software.
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— Infrastructure as Code (IaC): Server configuration is managed in a special way. This
includes setting up the web server. It also includes writing firewall rules. All of this is done
using definition files. These files are written in a format that a computer can read directly. This
method gives two big benefits. The first benefit is consistency. The second benefit is
repeatability.

Technologies for Secure Document Workflow. The game's certificate system is a form
of digital credential. A secure workflow ensures these documents are authentic, tamper-proof,

and verifiable. This involves:
— Cryptographic Hashing;
— Digital Signatures;
— Verification Mechanisms.
Security Information and Event Management (SIEM). As the game scales, centralized
monitoring becomes critical. SIEM! involves:
— Log Aggregation;
— Event Correlation and Analysis;
— Incident Detection and Response.
Proposed Framework: This study uses a practical method. It integrates four core
disciplines — web application security, automated software lifecycle management, secure digital
workflows, and security monitoring-into a unified development and operational framework.
The methodology is structured into six sequential phases, each combining theoretical
analysis with hands-on implementation and validation.
To visualize how these four disciplines collectively support the transformation, Table 1
maps each discipline to its primary contribution across the six methodological phases.

Table 1 — Mapping of security and engineering disciplines to methodology phases

Ta6Jmua 1 — ComocraBiieHue HaHpaBJ'ICHI/Iﬁ 0€e30MacHOCTH U HWHXKCHCPHHU C dTAllaMU METOA0JIOTUN

Methodology Web Application CI/CD Secure SIEM &
Phase Security Automation Document Monitoring
Workflow
Phase 1 - Threat Threat L. . Credential Logging
Modeling & . . Pipeline Planning . :
Design Identification Requirements Requirements
Phase.2: C'I/Cl.) SAST/DAST Automated Gates
Security Pipeline Integration
Phase 3: Sionine &
Cryptographic Build Automation ghing Audit Logging
. Verification
Certificates
Phase 4: SIEM Correlation &
Deployment Alert Rules Detection
Phase 5:. Sy Remediation . Detection
Penetration Validation . Forgery Testing A
. Pipeline Validation
Testing
Phas; 6: Vulnerability Automated Credential Ongoing
Continuous . >
. Patches Updates Revocation Monitoring
Operation

Threat Modeling and Secure Design: It means proactively identifying how attackers

could target the platform — such as stealing user progress data, forging achievement certificates,
or disrupting learning sessions — and building protective measures directly into the game’s

! Griffith S., Morris Th.H. Network intrusion detection system. In: Encyclopedia of Cryptography, Security, and
Privacy. Cham: Springer; 2025. P. 1646-1648. https://doi.org/10.1007/978-3-030-71522-9 1491
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architecture from the start. This involves analyzing each component — user accounts, certificate
issuance, progress storage, and game APIs — through frameworks like STRIDE [10] to
anticipate threats like spoofing (fake logins), tampering (altered scores), or data leaks (defined
in Figure 3).

n’J\‘\
Analyze Game Apply STRIDE ~"Spoofing - Yes
[ Start Phase 1 \—> 4 PPy _ - P g
\ Components Framework ~.Threats? -~
~_ Add
ﬂi aunthentication
- Py T
E3 A A ZeN
No - .\:\ No - \\:\ \
_~Tempering~_ _~Repudiation™._ _~Information™._ / DoS -
“~_Threats? - Threats? _Disclosure? ~._Threats?
No ey ~ - S - ’/ Yes
\ . e Yes - ~ 7’
Yes [Add Integrity Add Audit Yes rad Add Rate
Checks Logging Encryption Limiting
¥
Yes | Add Privi']('.gc
Separation
P S — ‘
// h ., //'7"\\
_~"Elevation \\\)_r Design Secure Document Threat I Phase 1 \
N— -
~._Threats? No Architecture Model \_ Complete /’
No ) -

Figure 3 — Steps of threat modeling and secure design
Pucynok 3 — DTanbel MOJETUPOBaHUS YIPO3 U MPOSKTUPOBAHUS OE€30IACHON CPEIbl

Automated CI/CD Security Pipeline: It implements a fail-fast, multi-stage verification
process where every code commit triggers automated static security scanning (SAST), defined
in Figure 4, followed by comprehensive testing suites (unit, integration, and end-to-end tests),
and-upon successful deployment to a staging environment-dynamic security analysis (DAST)
[11].

Any detected vulnerability or test failure immediately halts the pipeline, notifies
developers, and requires remediation before progression, ensuring only secure, functional code
advances. Successful builds proceed through an optional manual security [12] review before
final deployment via Infrastructure as Code (IaC), guaranteeing consistent, reproducible, and
secure production releases while embedding security validation throughout the entire
development lifecycle.

Cryptographic Certificate System: It establishes a secure, verifiable digital credential
workflow where user achievements are cryptographically signed using a securely stored private
key, embedded within certificates containing QR codes for third-party validation, with all
issuances logged to SIEM for audit and fraud detection (shown in Figure 5).

The Security Monitoring [13] and SIEM Deployment: It establishes centralized log
aggregation with configurable correlation rules for detecting threats like brute-force attacks and
certificate fraud, connected to automated alert channels, and validated through simulated attack
scenarios to ensure proactive incident detection (defined in Figure 6).
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Figure 4 — Steps of phase 2 (Automated CI/CD Security Pipeline)
PucyHok 4 — Oransl ¢a3sl 2 (ABTOMAaTU3MPOBaHHBIN NMakimiaiin 0e3onacHoctd CI/CD)

Validation and Penetration Testing: It conducts systematic security assessments to
identify and prioritize vulnerabilities, validates fixes through retesting, engages real users in
acceptance testing, and formalizes response procedures through documented incident
playbooks, ensuring the system is both technically secure and trusted by its users (defined in
Figure 7).

Continuous Operation and Improvement: This phase establishes a cyclical, time-bound
operational protocol to ensure the sustained security, availability, and evolution of the web
application game.

The process has three main parts. Part one is real-time monitoring. Part two involves
long-term strategic cycles. Part three is a formal decommissioning procedure. These parts are
connected. The methodology is designed to fulfill the core operational security tenets of
prevention, detection, and response, while ensuring adaptability to a changing threat landscape.
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Figure 5 — Steps of cryptographic certificate system
PucyHOK 5 — DTansl cucTeMbl KpUNTOrpahUIeCKUX CEPTUPUKATOB

Results

The four basic areas had to be fully tied together in order to move from a proof-of-
concept that had been vulnerable to a secure system of production. This section describes the
actual implementation, which has been verified by system engineering labs and penetration
testing.

In the initial implementation, a click event on an answer option would directly trigger
the handleAnswer(isCorrect) function, which manipulated client-side state by updating the
inventory object and persisting progress directly to localStorage-a design fundamentally
vulnerable to user manipulation.

The revised implementation enforces a secure sequence of operations: the same user
interaction now initiates a POST request to a dedicated endpoint, such as /api/validate-answer,
carrying a structured payload including levelld, questionld, the selectedOption, and a secure
sessionToken. The server subsequently validates the session, confirms the user's authorization
to attempt the question, and verifies the answer against the correct value stored in a trusted
database. Only upon receiving a 200 OK response does the client proceed to update the UL, add
the reward to the inventory, and proceed with narrative feedback via showNextMessage(). This
end-to-end, server-validated workflow ensures the integrity of the learning assessment and
effectively prevents players from manipulating game results. As a result, we have implemented
our proposed framework and collected the results for further progression. Below is the
description of our implemented automated pipelines.
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Figure 6 — Steps to complete phase the security monitoring and SIEM deployment
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Figure 7 — Steps for validation and penetration testing
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The implementation of the CI/CD security pipeline and proactive threat modeling led
to a dramatic reduction in vulnerabilities. As shown in Table 2.
Critical vulnerabilities (shown in Figure 8) were eliminated, and high-severity issues
were reduced by 87.5 % by Month 3.

10

Number of Vulnerabilities

=@~ Critical Vulnerabilities
=fl= High Severity Vulnerabilities

Month 1
(Initial)

Month 2
(Progress)

Implementation Phase

Month 3
(Optimized)

Figure 8 — Vulnerability reduction trend over three-month implementation
Pucynok 8 — TeHICHIHS CHI)KEHHS YA3BUMOCTH 32 TPH MECsI[a BHEPCHUS

The Mean Time to Remediate (MTTR) improved by 65.4 %, demonstrating the
efficiency of the "shift-left" security approach.

Table 2 — Vulnerability reduction over three-month implementation
Tabmuua 2 — CHIKeHHE YS3BUMOCTH 32 TPU Mecsla BHEAPSHHUS

Metric Month 1 Month 2 Month 3 Trend
Critical .
Vulnerabilities > 2 0 1100 %
High Severity o
Vulnerabilities 8 4 1 1 87.5%
SAST Detection 82 % 88 % 9 % 122%
Rate
Mean Time to o
Remediate 5.2 days 3.1 days 1.8 days 1654 %

Operational Efficiency Gains: Automation through the CI/CD pipeline yielded
significant efficiency improvements (Table 3).

Table 3 — CI/CD pipeline efficiency metrics
Tabmuia 3 — [Nokazarenu s3¢pdexruBroctr CI/CD naiimiaiina

Metric Baseline (Pre-Impl.) Month 3 Improvement
Deployment . 0
Frequency Weekly Daily 1300 %
Lead Time for .
Changes 3.5 days 1.3 days 162.9%
Build Success Rate 84 % 98.2 % 116.9 %
Security S can Manual 100 % Full Automation
Automation

10| 14
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Efficacy of Security Monitoring (SIEM): The integrated SIEM and monitoring stack
proved highly effective. The Mean Time to Detect (MTTD) incidents improved by 64.4 %, and
the False Positive Rate was reduced by 64.7 % through refined correlation rules (Table 4).
Simulated attacks, including brute-force and injection attempts, were detected with a 97.2 %
success rate.

Table 4 — Security monitoring and incident response performance
Tabmuua 4 — [TokazaTenu > PeKTUBHOCTH MOHUTOPHHTAa O€30MACHOCTH M PearnpoBaHus Ha
MHIWICHTHI

Metric Month 1 Month 3 Improvement
Mean Time to Detect . . o
(MTTD) 8.7 min 3.1 min 164.4%
False Positive Rate 34 % 12 % 1 64.7 %
glmdent Detection 913 % 972 % 16.5%
ate

User Experience and Performance Impact. Despite the added security controls, user
experience metrics improved or remained stable (Table 5). The System Usability Scale (SUS)
score increased from 81 to 84, and the perceived security rating (on a 5-point scale) increased
by 25 %. Performance overhead was minimal, with API response latency increasing by less
than 9 % under load — a worthwhile trade-off for the security benefits.

Table 5 — User experience and performance impact
Ta6mmma 5 — [Tob30BaTENbCKUIA OIBIT M BIUSHHAE HA TIPOU3BOIUTEIHLHOCTD

Metric Pre-Implementation Month 3 Change
System Usability o
(SUS) 81/100 84/100 13.7%
flejg;lved Security 39 4.0 125%
API Latency Increase Baseline +8.7 % Acceptable

Validation of the Cryptographic Certificate System. The secure certificate system met
all reliability targets. It achieved a 99.6 % issuance success rate and a 100 % forgery detection
rate. Verification via the public portal took an average of 0.23 seconds, proving the feasibility
of a cryptographically secure, user-friendly credential system.

Discussion

The three-month results confirm the central thesis: a systematic integration of security
engineering is essential for transitioning a pedagogically successful prototype into a resilient
service. The framework successfully reduced critical risks while improving development agility
and user trust.

However, these security gains came with trade-offs. The security remediation process
faced significant challenges. One of the biggest challenges was changing the codebase from
being built around trusting the client side to a server-centric approach. This required a lot of
major rewrites and took a lot of effort.

The transition to a server-authoritative model established the backend API as a critical
path dependency, introducing a single point of failure; any service degradation or outage now
directly cascades to client functionality, trading security vulnerabilities for availability risks.

Development complexity increased substantially through the introduction of
asynchronous I/O-bound operations for previously synchronous game logic. Each user
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interaction now requires structured HTTP requests. Also, server-side validation and state
synchronization impose non-trivial latency and complicate client-side error handling and
recovery flows.

The developer workflow was adjusted to focus more on pre-validating data and ensuring
secure data transmission. This meant following strict development protocols and carefully
adhering to API agreements, rather than rushing to deliver quick client-side features.

Based on current trends, six-month projections suggest a move toward an enterprise-
grade security posture, including maintaining zero critical vulnerabilities through the continued
use of advanced SAST and DAST tools.

— MTTD [14] of under 2 minutes and MTTR under 15 minutes via enhanced SIEM
automation.

— Scalability to support over 3,000 active users and 30 daily certificate issuances.

— Increased Adoption, with projected use by 8+ educational institutions.

Limitation: The current validation is based on simulated attacks and controlled
environments. Future work includes launching a controlled bug bounty program and conducting
stress testing at a larger scale with real-world user traffic.

Conclusion

This research presents a framework for building security and systems engineering
principles directly into educational game development. Using a multilingual sign language
learning game as our case study, we show that integrating security from the start is not only
technically possible but essential for turning an educational game into a real-world product.

The main contribution of this work is bringing together four areas that don't always work
simultaneously.

Our lab-tested approach shows that when these pieces connect (web application
security, automated CI/CD pipelines, secure digital document workflows, and centralized
monitoring through SIEM), they create a much stronger security system. Threat modeling helps
configure automated security checks in the development pipeline, and those results then
improve what the SIEM system looks for. The results from three months of implementation
back our proposed framework. We saw critical vulnerabilities drop by 100 % and high-severity
ones by 87.5 %, while the time to fix issues improved by 65.4 %. And we achieved this without
a lot of changes in user experience or system performance-usability scores actually went up by
3.7 %, and performance overhead stayed under 9 %.

Our years-long experience shows that for educational technology serving vulnerable
groups-like the hearing-impaired community-building trust through verifiable security is
essential for long-term adoption. The cryptographic certificate system (99.6 % issuance
success, 100 % forgery detection, verification in under a second) offers a model for issuing
trustworthy credentials in educational settings.

In short, it is possible to state that this paper provides a practical, repeatable blueprint
for securing software that makes a social impact. For further progression, we plan to study how
this framework holds up at larger scales and how it might apply to other areas of inclusive
educational technology.
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