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Abstract. When focusing on modern conditions in the field of processing heterogeneous data based on a
situation-oriented approach, the task of using information systems with implemented cryptographic
technologies during operation arises. One of the examples of such implementation are services and
microservices available via the Internet. They provide opportunities to employ their capabilities to verify
the authenticity of document enhanced digital signature by means of the published API. Situation-
oriented databases (SODB) do not have their own certification authority and encryption-related
functionality, but there are opportunities to work with RESTful services by establishing a network
connection, thus, there is a research interest in model-oriented processing of heterogeneous documents
in cryptographic services and obtaining results from it. To use cryptographic web services in model
states, it will be necessary to develop and modify the hierarchical situational model of the SODB in
order to enhance it with the ability to work with such services, where authentication of authorization
tokens and operating several entry points at the same time are required. The model should also be
structured by using specialized elements and methods. The involvement of such services can solve the
problem of checking heterogeneous documents: whether they were signed with an enhanced qualified
electronic digital signature, the result will be a verification report, the so-called protocol, which is then
saved in the database. Such a research objective has not previously been considered from a scientific
and technical point of view as part of the SODB project. At the moment, there are opportunities to create
tools and methods of the model to solve this problem; the current course design information system
based on SODB also exists. By developing the proposed SODB tools, it becomes possible to create
applications with the capability to verify heterogeneous documents in cryptographic web services and
at the same time avoid laboriousness when creating such applications.
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0aze CUTYyallMOHHO-OPUEHTHUPOBAHHOTO TMOAXO0[a, BO3HHMKAET 3a/avya HCIOJIB30BaHUS B IpoIecce
9KCIUTyaTallMd WH(GOPMALMOHHBIX CHCTEM C PEaJM30BaHHBIMHU KPUITOIpaQUUECKUMU TEXHOJIOTHSIMU.
OpHUM U3 IPUMEPOB TAKUX PeaTU3aluii SIBJISIOTCS] CEPBUCHL 1 MUKPOCEPBHCHI, JOCTYIIHbIE YePE3 CETh
HHTepHeT, OHM MPEJOCTaBISAIOT BO3MOXKHOCTH 3a cyeT onyOnmkoBaHHOro APl mons30BaThcsi CBOMMHU
BO3MOXXHOCTSMHU B LEJIX NPOBEPKH IOAIMHHOCTH YCHWJIEHHOM Iu(poBOM moamucu NoKyMeHTa. B
CUTYaIllMOHHO-OpHUEeHTHPOBaHHKBIX 0a3ax gaHHbIX (COB/]) HET cBoero coOCTBEHHOTO YAOCTOBEPSIOIIETO
HEHTpa W (YHKUMOHAILHOCTH, CBSI3aHHOHM ¢ MM(pOBaHHEM, HO €CTh BO3MOXKHOCTH Ui PalbOTHI C
RESTful-cepucamu 3a cyer ycTaHOBICHHUS CETEBOT0O NOAKIIIOUCHHUS. TakuM 00pa3oM, peCcTaBIsSeTCs
HCCIIEIOBATENbCKUI HHTEPEC K MOJEIbHO-OPUEHTUPOBAHHOM 00pabOTKE reTepOreHHbIX JOKYMEHTOB B
KpUnTorpaMuecKux CepBHCaX W TMONyYeHHEe W3 HUX pe3ynsTatoB. s 3ageiicTBoBaHUS
KpUnrorpaduuecKux Be0-CepBUCOB B COCTOSHUIX MOJENHN MOTpedyeTcs mpopaboTKa u MoauduKaus
nepapxuyeckoin curyarmonHoir moaenu COBJI ¢ menpio ee oGecriedeHs] BO3MOKHOCTSIMHI paboTHI C
TaKUMH CEpBUCAMH, TIe NOTpedyeTcss MpoBepKa MOMIMHHOCTH TOKEHOB aBTOpH3alMu U paborta ¢
HECKOJILKMMH TOYKaMHU BXOJa OJHOBpPEMEHHO. MoJiellb JOJDKHA OBITh CTPYKTYPUPOBAHHOM TakkKe 3a
CUCT MCIIOJIBb30BaHWA CICHUAIM3UPOBAHHBIX 3JICMCHTOB U METOOOB. 33}1617[CTBOB21HH€ TaKuX CEpBUCOB
MOJKET PEIINTh 33Jauy IPOBEPKHU [ETEPOreHHbIX JOKYMEHTOB: BHE 3aBUCUMOCTH OT TOTO, ObUTH JIM OHU
MOIMTUCAaHbl YCUJICHHOW KBATH(DHUIIMPOBAHHOM 3JIEKTPOHHON IIU(PPOBOH MOAMHKCKIO, PE3yJIbTaTOM OyIeT
TIOJTyYEeHHUE OTUETa O MPOBEPKE TaK Ha3bIBAEMOTO MPOTOKOJIA M COXPAaHEHUE ero B 0a3e JaHHBIX. Takas
HCCIIeIOBATENbCKAs 3a/la4a paHee HE PaccMaTpUBalach C HAYYHO-TEXHHMUYECKHX MO3MLIUN B paMKax
npoekta COBJI, Ha JaHHBIA MOMEHT CYLIECTBYIOT BO3MOXHOCTH JJISI CO3/IaHUS CPEICTB U METOJOB
MOJEIM IS pEIICHUs OSTOW 3aJdauyd U JeHCTByomas HMH(OPMAIMOHHAS CHUCTEMa KypCOBOTO
npoektupoBanus, 6azupytomasics Ha COB/l. PassuBas mpemnoxennsie cpencta COB/l, mosBnsercs
BO3MOXXHOCTb CO37aBaTh MPWIOKEHUS ¢ (QYHKIMAMH BepU(UKAMH T€TEPOreHHBIX IOKYMEHTOB B
KpUnrorpaduiecKux BeO-CepBUCAX M MPU 3TOM yYMEHBINATh TPYAOEMKOCTHb MpU pa3paboTKe Takhx
MIPUWIOKEHUM.

Kntoueswie cnosa: cutyallnoHHO-OpUEHTHPOBaHHAs 0a3a JaHHbBIX, BCTPOCHHAS TUHAMHYECKasi MOJIEIb,
reTeporeHHble MCTOYHHKH JoOKyMeHTOB, JSON, siekrpoHHas mnudpoBas NOAMKCH, BepUUKAIHSA,
RESTful-cepBuchsr.
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PE3yJIbTaThl MCCIIEOBAHNS, OTPAKAIOIINE CTPYKTYPY pa3pabaThIBAEMOro MPOTrPaMMHOIO pEIICHHS,
OBUIM TIOJTyYeHBbI B paMKax rocynapctBerHoro 3aganust Ne JIBY3-2020-0007.
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Introduction

Significant efforts of researchers in the field of security, encryption and cryptography
[1] provide information systems with the functionality to sign electronic documents with
electronic digital signature certificates [2]. Certifying centers accrediting companies issuing
enhanced qualified certificates of electronic signatures, which can be used to sign any text
documents from the user's personal file storage, have appeared. Such certificates are issued for
both legal entities and individuals. They are used to sign documents and reports are sent to
regulatory authorities and other government agencies. It is also possible to exchange documents
in electronic document management systems, while documents signed with a qualified
electronic signature are recognized by law as legally significant. It should be noted here that
web services for signing documents and creating a detached digital signature of a document
have already been implemented in the market. In the classic view, a digital signature application
consists of an installed cryptographic provider and a desktop application with forms and buttons
that help to sign a document. In line with the development of modern technologies, some
companies implement the user interface using web technologies, which form a software product
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designed as a web system at the final design stage. Web systems also have buttons and controls
necessary for the user to upload files for signing or verifying an already signed document.
Document management systems additionally provide an opportunity to exchange business
letters, documents by coordinating them and signing them in a personal account.

If it concerns a user, and not a corporate application, then all tasks are solved by a
cryptographic provider and a desktop program for working with electronic signature
certificates; an alternative is a web system. If it is required to bring new functionality to a
corporate application, then an integration problem arises since it will require the installation of
new components and changing security settings. To solve this problem and facilitate the
integration process, certification centers develop their APIs (APl — Application Programming
Interfaces) which help to provide secure access to their web systems without installing and
configuring components via the Internet using HTTP/HTTPS network protocols.

The same problems can arise in document-oriented databases, where documents are
contained in heterogeneous data sources or are generated ‘on the fly’ from several documents.
Document-oriented storage may not have its own tools for working with an electronic digital
signature; therefore, the connection to external RESTful services is required [3]. Here,
document-oriented storage means the Situation-Oriented Databases (SODB) project [4], where
currently there are no tools for working with electronic signature certificates, but there are
heterogeneous document sources, where there are documents signed with an electronic
signature that need to be verified. For a corporate system, the option of loading documents with
unsigned signatures manually is laborious and cannot be applied, especially if the repository
contains a significant number of documents. Under these conditions, it seems possible to use
the capabilities of the SODB to work with RESTful services [5]. Since the development of data
processing functionality focuses on a hierarchical situational model, this will require the model
to be finalized to work with the cryptographic service API. This task is relevant for SODB. In
the states of the model, such data processing regarding verification is in demand. All proposed
solutions are tested on the current prototype of the educational web-based course design system
in the course on databases.

Literature review

Analyzing publications in this subject area, it can be found that recently studies have
been carried out on verifying the security of electronic signature protocols [6], and an algorithm
has been developed for creating a digital signature with error correction when they are detected
[7]. Upon considering publications on data processing in situation-oriented databases, it is
evident that the research on generating blank drawings and filling them with information from
the database, and the processing of various office documents was also studied [8]. Archives,
web services, relational databases and other heterogeneous sources were used in the research
[9-10]. These results were reflected in the modifications of the SODB architecture. A course
was taken in the direction of the polyglot persistence approach [11-12] based on the capabilities
of various services. In the future, this prompted to build a microservice-style architecture [13].

The emerging task of verifying electronic signatures in SODB was not considered at the
previous stages of research, but conditions were definitely created for its solution. As part of
the microservice style based on the polyglot persistence and situation-oriented approaches, it is
already possible to work with external services via the Internet using cCURL extension tools
from the software development point of view. When objects are prepared with requests sent to
the cryptographic service and data for authorization is returned as a response in order to send
documents there and request any functions, receive reports on the work. The situation-oriented
approach makes it possible to perform operations based on a hierarchical situational model,
where these objects are prepared in states and heterogeneous document sources with their
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detached signatures are processed. Then, using the mechanism of virtual multi-documents and
virtual data arrays [14], documents and signatures are loaded for verification into a
cryptographic service. Missing equipment elements, algorithms for such a specific task can be
developed and provided in the interpreter and the hierarchical situational model. The task of
operating cryptographic services was solved in many information systems. Here we can
conclude that the study on this topic is relevant, the interest in tasks of this class during the
development of information systems is emphasized.

Verifying electronic signatures of heterogeneous documents in a RESTful web service

Connection to various external services was previously considered in publications on
SODB [12, 15]. In this paper, there are differences in that the connection is made to a
cryptographic service, and authorization is required. These differences were reflected in the
enlarged SODB microservice architecture, which displays the structural elements of the model,
as well as the SODB module with the implemented software. The software has distinctive
features, expressed in the fact that as part of the SODB architecture, it becomes possible, in
accordance with the specifications in the states of the hierarchical situational model, to verify
documents in a cryptographic web service using its APl. Documents are uploaded to the
cryptographic service along with check-out signature files. This will require the introduction of
new elements to help structure the model. The proposed vision for the architecture developed
and adapted to the verifying the signatures of electronic document tasks is shown in Figure 1,
where two structural elements of the documents and signatures entered for setting are added to
the left side. A document with associated signatures is located in a virtual data array and is
loaded using data processing objects created in the model states. By invoking a pre-programmed
CcURL [16] extension, the functions for creating and sending an HTTP/HTTPS request are called
in the interpreter. At the first stage, a connection is established to the identification service,
which, in response to the data sent with the request for identification and the service level, issues
an access token and its type.

Verification Restful

@ Service
%’ Fralr—Ti]Semork Handlmg @ Save Documents
CSM, ' Identity

Service

% Save Signatures 4
Load Dbcs/ @ Documents

Signatures Collection

Grant Access to
Launch
Vesréfr'\f.ac“eon Verification Slgnatures
Process Collection

Authtorization

Array |S=e|nd @ ﬁ 8 @
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e eeeneneneeteteeaeennen Ne[wurk ifi i R t gE ollection
R v Yerteflon | (o) £2
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S m g CURL
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Figure 1 — SODB Architecture for verifying electronic signatures of heterogeneous documents
Pucynok 1 — Apxutekrypa COBJ] s Beprdukanuy 3J1eKTPOHHBIX TOANMCEN TeTepPOTreHHBIX
JIOKyMEHTOB

In the future, this response will be an integral part of other requests because the
authorization data must be verified for each access to the cryptographic service functions. The
next step after obtaining an access token involves downloading documents and their signatures
using the implemented Verification Service API. Inside the cryptographic service, the
documents and their signatures are recorded in the storage, and in response they are assigned
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identifiers. They are included in the response for the SODB if there are no errors that occurred
during the upload. The third step begins with obtaining the identifiers of the files uploaded for
verification. In the verification state, a function is called that creates a report in the
cryptographic service by the same mechanism using the cCURL extension. The response of the
cryptographic service contains the ID of the report to be requested. At the final stage, a request
is sent, where the identifier of the report is indicated, according to which the SODB can receive
a pdf-document containing the results of the electronic signature verification process.

SODB virtual multidocuments for working with a cryptographic service. To work with
a cryptographic service, it is required to introduce a modified submodel of virtual
multidocuments with new parameters introduced to it. Here it is necessary to introduce new
attributes of virtual multi-documents to use the group of entry points and specialized options
for the content. Virtual multi-documents are divided into two components — for authorization
and for sending the contents of multi-documents and performing actions in the web service
storage already filled with heterogeneous documents respectively. In one of the states, the
specifications of virtual multi-documents are indicated that clearly describe heterogeneous data
sources. Figure 2 shows a fragment of the model that describes the model of virtual multi-
documents connecting the SODB with the cryptographic web service. The model is designed
in the style of structuring through the use of ent ry-elements. This style was described in detail
by the authors earlier in their research on the SODB [17]. The fragment of the model from
Figure 2 shows the state of the Electronic Signature Verification model with two multi-
documents Identity and StampAPI. The following is a description of the elements of their
parameters used in the model, which were not introduced earlier and which are not involved in
the processing of heterogeneous data.

Q%) Electronic Signature Verification

(g Identity host = "https://identity.testkontur.ru/connect/token/"
Sl Last path = "grant_type=client_credentials&scope=Techno.Stamp"

pad Options Authorization Type = "Basic" AuthorizationSecretKey =
"XBgrX9ZiBel W5jsmO OfcORtd3GIMdyiWZI6J3CEOxygy3MFk0tDd4MaBxPj Tyxl
0A07gER2eLtPqFxUS9cT9UVFdjBTM5QeY8n8N"
Content-Type = "application/x-www-form-urlencoded"

»m StampAPI host = "https://api.testkontur.ru/techno/stamp/v1/"
*m LoadDocs path = "contents [1]"

*Pm MakeReport path = "reports [2]"
*m GetReport path = "reports/'.$reportid.'/content [3]"

M Options1 srcAuth = "DPO_POST_AuthData"
Content-Type = "application/octet-stream"

> Options2 srcAuth = "DPO_POST_AuthData"
Content-Type = "application/json"

> Options3 srcAuth = "DPO_POST_AuthData"
Content-Type = "application/x-www-form-
urlencoded"

Figure 2 — Specifying cryptographic service entry points as virtual multi-documents in the SODB
model
PI/ICYHOK 2 - 3a,I[aHI/Ie TOYCK BXOAa KpI/IHTOFpa(l)I/I‘leCKOFO CCpBHCAa B KAYCCTBC BUPTYAJIbHBIX MYJIbTHU-
nmokymMeHToB B Mojiean COB/]
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The Identity multidocument contains the entry point host =
"https://identity.testkontur.ru/connect/token/" and the tail path =
"grant type=client credentialsé&scope=Techno.Stamp" of the HTTPS
request in the first entry-element for obtaining identification data, and the second entry-
element contains the authorization type Basic, the content type Content-Type =
"application/x-www-form-urlencoded" and the secret key (here in Figure 2 its
modified random version is shown as an example, the real key is not shown). The key is
obtained from the service provider during registration of the client web application. Thus, it can
be noted that this Identity multi-document serves for multiple authorization in a
cryptographic service since authorization is performed with each request or action in the
service.

The second StampAPI multi-document contains an additional but also key entry-
point host = "https://api.testkontur.ru/techno/stamp/v1/" where
documents and signatures are loaded. To load documents, the LoadDocs entry-element is
provided with the tail contents of the entry point. The next step after the successful upload of
documents and signatures is specified in the MakeReport multi-document with a different
tail of the reports address of the entry point responsible for creating a report with the results
of the verification procedure. The final step requires the presence of another path path =
"reports/'.Sreportid.'/content [3]" to getthe report as a document. Here the
GetReport entry-element is used, which provides verification results in a pdf-report. The
input parameter for receiving a report is the report id, which is written to the $Sreportid
variable. The options used for each tail of the entry point address are written to structural
entry-elements and can be used to designate the type of content sent to the service. The types
of content required to work with the cryptographic service from the example of the model
fragment in Figure 2 are as follows:

— Content -Type = "application/octet-stream™;

— Content-Type = "application/json”;

— Content-Type = "application/x-www-form-urlencoded".

All options are written in their structural ent ry-elements and can be used in different
states under named identifiers Options1, Options2, Options3.

Specifications of entry-elements in the SODB model for setting the verification of
electronic documents and detached qualified electronic signatures

The doc and sgn-elements for specifying electronic documents and files of detached
electronic signatures. The next important issue is the creation of virtual multi-documents
provided with files of detached digital signatures. In this case, to specify a signed document, it
is possible to use the already known doc-element, but a lot of signatures for the document
makes its description cumbersome and inconvenient if the document has a lot of signatures.
Based on the need for structuring, the element is modified with additional equipment and
a new signature element with the name and the graphical representation shown in the
example in Figure 3 are introduced into the model. Here in Figure 3, the sgn-element named
SignPersonl denotes the signature of a natural person with the type type="sig", which
denotes a detached digital signature. Existing elements do not allow the inclusion of digital
signatures in processing and expanding processing methods by including the functionality of
cryptographic web services. In this regard, new elements and parameters that did not previously
exist in the SODB are introduced. Thus, a model of virtual multi-documents of a higher level
of abstraction with the ability to work in a cryptographic web service, which has not been
previously studied in SODB, is obtained and analogues of such a model have not been found in
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modern conditions of search capabilities of scientific and technical information.

@ Electronic Signature Verification
(e |dentity host = "https://identity.testkontur.ru/connect/token/"

2d Last path = "grant_type=client_credentials&scope=Techno.Stamp"

Ped Options Authorization Type = "Basic" AuthorizationSecretKey =
"XBgrX9ZiBel W5jsmO OfcORtd3GIMdyiWZI6J3CEOxygy3MFk0tDd4MaBxPj Tyxl
0A07gER2eLtPqFxUS9cTIUVFdjBTM5QeY8n8N"
Content-Type = "application/x-www-form-urlencoded"

*m StampAPI host = "https://api.testkontur.ru/techno/stamp/v1/"

*bm LoadDocs path = "contents [1]"

*Pm MakeReport path = "reports [2]"
*m GetReport path = "reports/'.$reportid.'/content [3]"

% Options1 srcAuth ="DPO_POST_AuthData"
Content-Type = "application/octet-stream”

% Options2 srcAuth = "DPO_POST_AuthData"
Content-Type = "application/json"

% Options3 srcAuth = "DPO_POST_AuthData"
Content-Type = "application/x-www-form-
urlencoded"

(oI StageReport type = "docx" filename="userStage1Report"
™ SignPerson1 type ="sig" format="CMS/PKCS #7"

flename="userStage1ReportSign"

Figure 3 — Fragment of a model with a multi-document that structures the report and its signature with
the newly introduced sgn-element
Pucynok 3 — @parMeHT MOENU C MYJIbTUAOKYMEHTOM, CTPYKTYPHUPYIOLIUM OTYET U €r0 MOAMNUCH C
HOBBIM BBCACHHBIM 3JICMCHTOM Sgn

Taking into account the requirements of the cryptographic service, the
format="CMS/PKCS #7" parameter is added to the sgn-element. This parameter is
important due to the fact that the service checks the signature format since signatures can be
written in different formats, but not every service supports them.

In our example in Figure 3, the service supports document files no larger than 20
megabytes and signature formats:

— CMS/PKCS #7,;

— CAdES-BES / CAdJES-T;

— CAdES-C, CAdES-X Long, CAdES-X Type 1(2), CAJES-X Long Type 1(2),
CAdES-A, CAdES-LT.

Data processing object for a multidocument authorization in a cryptographic service. A
multi-document requires a data processing object in this case, Figure 4 shows an example of
such a dpo-object, which indicates that the src data source named Identity is used.
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BIY proc signature verification

REY proc signature verification
GP DPO_POST_AuthData

59 |dentity RequestMethod = "cURL" type="DigitalSign"

Evad sonDoc srcDoc = "ldentity”
onLoadErm ="errProc"

11® ResponseAuth RequestMethod = "cURL" type="DigitalSign"
AuthResponse = "access_token token_type"
HandlingMethod="POST"

Figure 4 — A fragment of a hierarchical situational model with the state of verification of an electronic
signature and a data processing object that solves the authorization task in a cryptographic service
PucyHok 4 — @parMeHT MepapxXudecKoil CUTyallMOHHON MOJENH C COCTOSTHUEM BEePH(UKAIIH
3JICKTPOHHOH MOAMKUCH U 00EKTOM 00paOOTKH JIaHHBIX, PEIIAIONIUM 3a/1a4y aBTOPU3AI[IH B

KpUNTOTPpahuIecKoM cepBUCE

Already existing data processing objects were not previously used for authorization with
each call to the cryptographic web service; therefore, it was necessary to refine the model in
terms of data processing objects for reuse in the authorization process. Thus, dpo have been
moved to the scope of research of the SODB with cryptographic services. It is this object using
the cURL method that sends a request for authorization in a cryptographic service. The request
uses data in JSON format, this arr-element is specified. Thus, the identification data contained
in the multi-document from Figure 2 using the data processing object in JSON format is sent
by a request using the Hand1lingMethod="POST" method.

The response of the service is the token type and access token parameters. The
first parameter is used to determine the type of token, and the second is an access token that
gives access to all subsequent requests access to the functionality of the cryptographic service.
For each subsequent request, authorization data is sent in advance, containing exactly the
access_token token. The data received from the cryptographic service is placed in the rcv-
receiver specified in the model named ResponseAuth.

The dpo data processing object in electronic signature verification tasks. In the tasks of
verifying electronic documents, it will be necessary to equip the model with a specialized data
processing object. By this, we mean its extended capabilities due to working with a multi-
document model. A distinctive feature of such an object is its phased work — first with data
loading operations, and then operating with loaded documents inside the cryptographic web
service storage. Another distinguishing feature is that such a data processing entity uses an
external cryptographic web service as a receiver and built-in functions based on multi-document
specifications to operate on such a data receiver.
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proc signature verification

Y proc signature verification
ol DPO_UpLoad_Document_and_Sign

StampAPI doc="LoadDocs" RequestMethod ="cURL"
type="JSON_Service" Options="Options1"

—>-@59 jsonDoc srcDoc = "UpLoadReport"
onLoadEm ="errProc"

M StageReport doc="StageReport" sgn="SignPerson1"

ResponseUpload RequestMethod ="cURL"

— type="DigitalSign" IDDocResponse = "iddoc idsign"
HandlingMethod="POST"

M CreateReport srcDoc = "MakeReport"

rcv="ResponseUpload" idDocSrc = "iddoc"
idDocSigSrc = "idsign" Options="Options2"

>@D errProc

Figure 5 — Fragment of the model with an example of a data processing object at the first stage that
loads a document along with a signature, and at the second stage launching the function of creating a
report in a cryptographic service
PucyHok 5 — ®parmMeHT Mozienu ¢ mpuMepoM 00beKTa 00padOTKU JAHHBIX Ha IIEPBOM JTarre,
3arpyKaromiero [OKyMEeHT BMECTEC C IOATIMCBIO U HAa BTOPOM 3Tarl€ 3a1y CKarouiero (1)YHKI_[I/IIO
CO3JIaHHS OTYETa B KPUNTOTPaQUIECKOM CEpBHUCE

Another key data processing object IS a dpo named
DPO_UpLoad Document and_ Sign, which provides an extended description of several
operations at once using heterogeneous data sources. The first operation concerns the uploading
of the original signed document after authorization in the service. Here Figure 5 shows dpo-
object with the StampAPTI src-source sending the interpreter to the multi-document of the
same name. The doc="LoadDocs" parameter involves the required document for
processing; the source document file is loaded there, and the data processed invariantly [18] is
in JSON format with the corresponding content type from the Options="Optionsl"
parameter. A document can have several signatures in the model, one of them will be checked,
in the figure for a signature, as well as for a multi-document, there is a source src-element for
each signature. The signature is accessed through the document to which it refers, so the
StageReport parameter is first specified in the source, this is the document that has this
signature, and then the sgn="SignPersonl" parameter of the verified signature is
specified. The part on uploading documents and signatures to the cryptographic service is
limited to these elements and parameters, but there is also a response part, which will also be
required later to create a report.

The response part is implemented in the rcv-element receiver of the model of the same

data processing object. The rcv-element named ResponseUpload has the key parameter
IDDocResponse="iddoc idsign", it will contain the identifiers of the uploaded
documents as a response, using these identifiers you can access the service's document store to
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trigger the functions of the service. We immediately proceed to the action call — creating a
report for uploaded documents and signatures, the figure shows the a ct-element with the name
CreateReport responsible for actions. This action requires a source - a source multi-
document with a specific tail for the entry point to be interpreted, here it is passed as a parameter
srcDoc="MakeReport". In response to an action, the SODB receives a result that is also
expected in the initiating action, thus requiring the rcv="ResponseUpload" receiver
element discussed earlier. The received parameters are indicated in the action by variables in
the idDocSrc and idDocSigSrc parameters, and the action request uses the options of the
Options2 multidocument.

Data processing object for obtaining the results of the electronic signature verification
process from the cryptographic service. To solve the problem the verification results obtaining
of an electronic signature, you will need the DPO_Download Report data processing object
from Figure 6 with a fragment of the model.

proc signature verification

SJEY proc signature verification

oIl DPO_Download_Report

Sed  Stam pAPI doc="GetReport" RequestMethod="cURL"
type="JSON_Service" Options="Options3"

SaveReport HandleMethod = "file_put_contents"
dir="__DIR__ . '/report.pdf"

*@ errProc

Figure 6 — Fragment of a hierarchical situational model of the SODB for downloading a ready-made
report with verification results from a cryptographic service
Pucynok 6 — @parmeHT nepapxudeckoil cutyannonsoil mogenu COBJI 1 ckaunBaHUS TOTOBOTO
oTYeTa C pe3yJibTaTaMu BeprU(PHKALNU U3 KPUNITOTrPpadhUIECKOTO CepBUCa

Here, a data processing object is introduced into the model, characterized in that it is
functionally focused only on obtaining verification results and storing them in the internal
storage of the SODB. After the execution of the action from the model fragment in Figure 5,
reports with verification results are generated in the cryptographic service and stored in the data
warehouse. To get them in SODB, the same StampAPI source is used, but with Options3
options in the Options parameter. Saving the verification results in the SODB is provided by
the SaveReport receiver rcv-element processing is carried out on the SODB server using
the HandleMethod="file put contents" method to the specified directory
dir="_DIR ./report.pdf".The DIR _ parameter receives the current directory
of the calling script, the downloaded report file itself saves the document under the name report
in pdf-format. Further, such a report is provided to the user for display in the personal account.
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A practical example of using the proposed model for verifying electronic signatures in
SODB

At the Department of Automated Control Systems, the SODB project is being developed
within the framework of which the tasks of course design in the discipline "Databases"” are
being solved [19]. The course design site functions as a research prototype and a real-life
application based on the model in Figure 7.

The considered proposals for the process of verification of electronic signatures were
implemented in the model shown in Figure 7, here is the part of the model that is directly
involved in the verification process, the model of the entire application is much larger. The
distinguishing features of this model in comparison with those already available in the SODB
is its focus on working with cryptographic web services; previously, such models were not
provided. The model is equipped with modified and new elements, as well as parameters for
processing heterogeneous data sources present in the SODB. For virtual multi-documents, new
structural entry-elements are provided, where it became possible to set entry points with special
endings (tails) of the web service, allowing the SODB to perform authorization, upload
documents with digital signatures, send requests to create verification reports and receive these
reports in order to save them in SODB. Another distinguishing feature of a virtual multi-
document is the presence of specialized "options™ parameters that provide access to web service
functions with different content types. A virtual multi-document specifying a document signed
with an electronic digital signature has a new structural element sgn, which, unlike entry-
elements, makes it possible to specify detached digital signatures. For each signature, a separate
sgn-element is specified with a format parameter, and there can be such structural elements
according to the number of document signatures.

In terms of data processing, the SODB model has distinctive features in dpo data
processing objects, each of which is modified in accordance with its functional purpose.
Introduced dpo, which fully provides the first stage of authorization of the verification process
and stores authorization data for sending temporary credentials at subsequent stages of
verification. Introduced dpo, which ensures the loading of the document and its signature, and
if successful, performs an action in the document storage of the cryptographic web service to
obtain identifiers both after the documents and signatures are loaded, and the report ID after it
is created in the storage. Introduced dpo, specifying the receiver in the model for downloading
and saving a report with verification results in the SODB storage.

To process such a model, the SODB framework is used, which implements the
functionality for working with RESTful services and is framed and registered as a SODB
module [20].
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> proc
@

Signature Verification

(I Identity host = "https://identity.testkontur.ru/connect/token/"

Last path = "grant_type=client_credentials&scope=Techno.Stamp"

Options Authorization Type = "Basic" AuthorizationSecretKey =

"XBgrX9ZiBel W5jsmOOfcORtd3GIMdyiWZI6J3CEOxygy3MFk0tDd4MaBxPj Tyxl
0A07gER2eLtPqFxUS9cTIUVFdiBTM5QeY8n8N"

Content-Type = "application/x-www-form-urlencoded"

*-Pm StampAPI host = "https://api.testkontur.ru/techno/stamp/v1/"
*m LoadDocs path = "contents [1]"

MakeReport path = "reports [2]"

GetReport path = "reports/".$reportid.'/content [3]"

Options1 srcAuth ="DPO_POST_AuthData"
Content-Type = "application/octet-stream”
Options2 srcAuth = "DPO_POST_AuthData"
Content-Type = "application/json"

Options3 srcAuth = "DPO_POST_AuthData"
Content-Type = "application/x-www-form-
urlencoded"

Lot StageReport type = "docx" filename="userStage1Report"
[ SignPerson1 type = "sig" format="CMS/PKCS #7"

flename="userStage1ReportSign"

signature verification

proc signature verification

Ll DPO_POST_AuthData

S |dentity RequestMethod = "cURL" type="DigitalSign"
E\ad jsonDoc srcDoc = "ldentity”

onLoadErr ="errProc"

149® ResponseAuth RequestMethod = "cURL" type="DigitalSign"
AuthResponse = "access_token token_type"
HandlingMethod="POST"

“P@ DPO_UpLoad_Document_and_Sign

>R StampAPI doc="LoadDocs" RequestMethod = "cURL"
type="JSON_Service" Options="Options1"

@59 isonDoc srcDoc = "UpLoadReport"
onLoadErm ="errProc"

‘ﬂ StageReport doc="Stage Report" sgn="SignPerson1"

ResponseUpload RequestMethod ="cURL"
% type="DigitalSign" IDDocResponse = "iddoc idsign"
HandlingMethod="POST"

_,m CreateReport srcDoc = "MakeReport"
rcv="ResponseUpload" idDocSrc = "iddoc"
idDocSigSrc = "idsign" Options="Options2"

DPO_Download_Report

StampAPI doc="GetReport" RequestMethod="cURL"
type="JSON_Service" Options="Options3"

SaveReport HandleMethod = "file_put_contents"
dir="__DIR__ . '/report.pdf"

*@ errProc

Figure 7 — General view of the hierarchical situational model of SODB for verifying electronic

signatur

es of heterogeneous documents in a RESTful web service

Pucynok 7 — O0muii Bua uepapxudeckoit curyannonHoi mogenu COB/ nis Bepudukanuu
9JIEKTPOHHBIX HOANHUCEH reTeporeHHbIX 1okyMeHToB B RESTful-cepuce
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The screen form with the output of the results of the electronic signature verification
process is shown in Figure 8, where there is a protocol in pdf format embedded in the page of
the user's personal account of the SODB website. The report confirms that the document was
signed by the student of the group (student data has been changed). The following is full
information about the certificate of the user who signed the explanatory note of the first stage
of course design.

@yrA7y> KypcoBoil npoekT «Basbl AaHHBIX» @ g @
Kadeapa aBToMATHIPOBAHHLIX CHCTEM YIpaBNeHUA ¥

MONE3HBIE CCBINKA Monb3oBarens (Administrator-Admin) Buiitu OCBOEHME KOHTEHTA
 MHCTPYKUMM [ Coacrp v 20222 v Crypenmi~ << K comcay cryneut ]m
PemcTpavuuA Ha caiTte “ UFA 1. Miepapxuyeckan Moenk.
e
BUOEOYPOKHW TEOPHA e ~ M1 1. Beenenue
UotToemi L I2ID T ILp. MMK-325, 3apauue nonyyexo 20.10.22 i .
YULHOCTH W BTPHOYT!
Wepapxunueckan Moaens
e [ eoyupt stan 1 g o vopapspecans | comars s | ams| AP
ey Texywmi 3tan: 1 «Moaenkt Nokankkas Wepapxvyeckans R T T T )
'::Mgsw" ER-ozened MNpoTokon NpPoBEepKM 3NMEeKTPOHHOM noanuch ] e I D
K penALMOHHEIM
Moaen oToGpaKeHis MpoTokon co3aad 8 19 HORGPA 2020, 12:31:56 Mck arpg'r;%g OrpaHneHnA QyBnukaTos
|
e | e
Moanwce noaTBepXAeHa EkLu
__BWAEOYPOKH VISIO + WM[ 8. Acnone3oanne BURTYaNbHLIX
" ceuinoK
NpHMEHEHIUE "YPHMCKOR" Nposepsiembie gadins
HOTaUWH, ANEATHCT
~ MHCTPYMEHTbLI MICKOAHBIA ROKyMeHT Dafn nognncn
dvan_1_KMN_CryaeHt_055211.pdf 3ran_1_KMN_CryaeHt_055211.pdf.sig
B e el Pasmep 100727 6T Pasmep 30918 GaAT
Visio 2010 — rpadh. peaaktop
SQLize Online — TecTep SQL
Mat Moa 1 noanucs
3KPaHA ANA Bde0npe3eHTaLHn
THIGPYS — 0Opasel] oK-Ta 1. C ] O6nacTs npuMeHeHun ceptndukata
Mearos MBaH HeanoBHy 1.36.1.5.5.72.3.2
Mearos Msan Heanosm 1.2.643.2.2.34.6
MHH: s snssscasns 1.36.1.55.7.34 -1]

Figure 8 — Screen form of the "Course Design" website based on the SODB in the ‘Databases’ course.
The report displays the results of the electronic signature verification (students' data has been changed)
Pucynok 8 — Dkpannas ¢popma Beb-caiita «KypcoBoro npoekrupoBanus» Ha ocHoBe COBJ] o
JUCHUITIINHE «ba3br JAHHBIX» C 0T06pa)KeHI/IeM OTYCTAa pe3yJjibTaTaMU BepI/Iq)I/IKaI_[I/II/I 3JI€KTpOHHOI>'I
IIOAIINCHU (,Z[aHHI:Ie CTYACHTOB I/I3M6H6HLI)

The developed software [19-20] differs in that it fully implements the multi-document
model proposed in this paper for verifying the signatures of electronic documents. The
relevance of this software is ensured during testing on real data in the prototype of the SODB
used to accompany course design in the discipline "Databases". The work of students is divided
into several stages in which database models are created, SODB generates office documents of
drawing blanks. After filling out the blank document, the student signs it with an electronic
digital signature and uploads the received files of the document and the detached digital
signature to the SODB website. In this case, the printing of albums consisting of stages is not
provided, this task in modern conditions is an auxiliary mechanism for academic mobility
programs, as well as for students who have chosen distance learning in the discipline
"Databases".

Conclusion

This article addresses the relevant issue of verifying electronic signatures of electronic
documents with the examples of models of the current SODB prototype to support the course
design project. This task is relevant in the context of using distant learning technologies and
systems using heterogeneous data sources. Manual verification of documents is not possible
without performing labor-intensive operations since the service requires the implementation of
a client application, knowledge of programming as well as actions aimed at independently
uploading documents and signatures to a cryptographic service with preliminary downloading
of files to a hard disk. The article considers a model of a high level of abstraction to reduce the
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complexity in the process of document verification. All work is transferred inside the system
based on SODB, where all information about users and the documents themselves are stored,
and routine operations are performed by calling a programmed module built into the SODB
interpreter in application model states. The article also discusses the introduced security and
new parameters, elements of the model for operating a cryptographic service. Thus, a situation-
oriented approach makes it possible to avoid laboriousness while working with remote
cryptographic services.
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