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Abstract. The issues of detecting network attacks to Industrial Internet of Things (IIoT) systems are 

analyzed. Existing approaches for detecting such attacks based on the use of artificial intelligence 

methods are considered. The high interest to integration of machine learning and artificial intelligence 

methods as a part of hybrid systems is emphasized. Such integration makes it possible to compensate 

the shortcomings of some algorithms due to the advantages of others. The goal of this research is to 

improve the efficiency of network attacks detection. The paper proposes the implementation of a multi-

level hybrid attack detection system on the basis of combining several classifiers in the committee 

including the artificial immune system, the multilayer perceptron, and the random forest algorithm. The 

choice of these classifiers is due to their high classification efficiency and the ability of artificial immune 

system to detect unknown network attacks. The decision is made on the basis of the conclusion of each 

expert (classifiers) with the use of voting mechanism. Such approach provides more accurate result in 

accordance with the Condorcet's jury theorem. To carry out computational experiments for assessing 

the effectiveness of the proposed system, the NSL-KDD network traffic data set was employed. The 

results of experiments carried out demonstrate the high efficiency of the proposed hybrid attack 

detection system based on use of classifiers committee. 
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Резюме. В статье проанализированы вопросы обнаружения сетевых атак на системы 

промышленного Интернета вещей (Industrial Internet of Things, IIoT), рассмотрены 

существующие подходы к обнаружению таких атак, основанные на применении методов 

искусственного интеллекта. Подчеркнут высокий интерес к интеграции машинного обучения и 

методов искусственного интеллекта в составе гибридных систем. Такая интеграция позволяет 

компенсировать недостатки одних алгоритмов преимуществами других. Целью работы является 

повышение эффективности обнаружения сетевых атак. В статье предложено применение 

многоуровневой гибридной системы обнаружения атак на IIoT, основанной на комбинации 

нескольких классификаторов в составе комитета, включающего искусственную иммунную 
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систему, многослойный персептрон, алгоритм случайного леса. Выбор этих классификаторов 

обусловлен их высокой эффективностью решения задач классификации, а также способностью 

искусственной иммунной системы обнаруживать неизвестные сетевые атаки. Решение 

принимается в результате вывода каждого эксперта (классификатора) на основе голосования. В 

соответствии с теорией присяжных Кондорсе такой подход обеспечивает более точный 

результат. Для проведения вычислительных экспериментов по оценке эффективности 

предлагаемой системы использовался набор данных сетевых соединений NSL-KDD. Результаты 

экспериментов демонстрируют высокую эффективность предлагаемой гибридной системы 

обнаружения атак на основе комитета классификаторов. 

Ключевые слова: информационная безопасность, промышленный Интернет вещей, система 

обнаружения атак, сетевая атака, NSL-KDD. 
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Introduction 

At present, Industrial Internet of Things (IIoT) systems are widely used, including a lot 

of different heterogeneous devices. A widespread use of such systems is accompanied by an 

increase in risks of violating their security. According to a 2020 Nokia Threat Intelligence Lab 

Report [1], IIoT devices account for 32.72 % of all infections on mobile networks. In 2019, this 

number was 16.17 %. According to [2], in 2015-2020 there was a significant increase in new 

samples of malware for IIoT. 

There are variety of approaches to detecting network attacks on these systems, including 

behavioral methods, knowledge-based methods, machine learning, computational intelligence, 

etc. described in [3,4]. One of the promising areas is the development of Intrusion Detection 

Systems (IDSs) in a class of Hybrid Intelligent Systems (HISs) combining different Artificial 

Intelligence (AI) methods to achieve a synergistic effect and compensating the shortcomings of 

some algorithms due to the advantages of others. 

For example, fuzzy logic systems are understandable and transparent for the user, but 

they are usually incapable of learning. Artificial neural networks (ANNs), otherwise, are 

capable of learning, but are opaque to the user. Their joint use as the parts of fuzzy neural 

network makes it possible to obtain an adaptive system capable of learning and at the same time 

transparent to the user [5]. 

According to [6], hybrid use of fuzzy cognitive maps and neuro-fuzzy network (ANFIS) 

improves forecasting accuracy of multivariate time series. In [7] joint application of ANN and 

Artificial Immune System (AIS) for diagnosis of sensor nodes faults in Wireless Sensor 

Networks (WSNs) is considered. The simulation results demonstrate the high efficiency of 

combined algorithm, its high diagnostic accuracy and low error rate. 

In [8] other combinations of AI methods are considered such as ANN and evolutionary 

algorithms, fuzzy logic and evolutionary algorithms, machine learning and fuzzy logic, 

machine learning and evolutionary algorithms, etc. 

The general idea of constructing IDS in the class of HIS is discussed in a number of 

publications [9-14]. The construction of such systems, as a rule, is based on a combination of 

ANN, cluster analysis, decision trees, support vector machine (SVM), different in their 

ideology. A separate promising group of IDS is presented by IDSs based on AIS technology in 

addition to other AI technologies. 
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The paper is organized as follows. Section 2 is devoted to related works analysis. 

Section 3 describes the proposed approach. The results of the conducted computational 

experiments are presented in Section 4, and the paper is finished by Conclusion. 

Related work 

AISs are used in IDS development because of their adaptability, high accuracy, low error 

rate, and the ability to detect unknown anomalies. In [15] the multilevel IDS based on the 

immune theory is proposed. The system includes blocks of B-cells, T-cells, dendritic cells and 

basophils. Here B-cells carry out the primary analysis of data. Further analysis of data is 

performed by dendritic cells; if any anomaly is detected, a signal is transmitted to the T-cell 

block, which generates a reaction and isolates the anomaly node. 

In [16] the IDS for WSN is proposed that uses such AIS algorithms as negative selection, 

which ensures the system tolerance to the normal state, and clonal selection, which ensures an 

adaptability of the system, and a possibility of its self-learning. The LEACH protocol was 

employed in modeling. The following types of attacks were analyzed: Resource Depletion, 

Sinkhole, Wormhole, Sybil, and Selective Forwarding Attack. The architecture of IDS is built 

by means of the Immune Danger Theory. 

AISs are used in separate publications as a part of Hybrid IDSs. In [17] a joint application 

of Deep Learning and Dendritic Cell Algorithm (DeepDCA) is proposed. The BoT-IoT dataset 

is used to evaluate the IDS performance. In this paper, the compression of the parameter space 

is implemented. A self-organizing ANN is used, which performs primary data processing and 

categorization of the input signal into signals about danger and safe state. Further analysis is 

carried out by dendritic cells. The results of comparison with such classifiers as k-nearest 

neighbors, SVM, multilayer perceptron, Naive Bayes are presented. The DeepDCA 

demonstrates the best detection accuracy. 

The joint use of AIS and self-organizing Kohonen map in [18] made it possible to 

increase the efficiency of detecting Denial-of-Service and User-to-Root attacks with a low level 

of False Positives. In this case, the work of IDS occurs in 2 stages: 

− filtering features of network connections using immune detectors trained by the 

method of negative selection; thereby eliminating those samples that correspond to normal 

connections; 

− anomalous samples are processed by self-organizing Kohonen map and are grouped 

into separate clusters with similar features. 

In [19] a constructive virus detection algorithm based on combination of AIS and Deep 

Belief Network (DBN) is proposed. It includes: 

− formation of feature vectors; 

− formation of two datasets: 𝑅1 – ‘Benign’ and 𝑅2 – ‘Virus’;  

− randomly generating a set of detectors (they have the same length as the vectors in 𝑅1 

and 𝑅2);  

− negative selection and clonal selection: removal from the set of detectors 𝑅′ the 

vectors having the maximum affinity (similarity) in relation to vectors from 𝑅1, i.e. construction 

of a set of 𝑅2
′ , consisting of vectors “most likely a virus”; 

− selection from the set 𝑅2
′  vectors having maximum affinity to vectors from 𝑅2;  

− the resulting set 𝑅2
′′ is used as a training set for the DBN; 

− using DBN as a classifier; the problem of recognizing a specific virus is solved, i.e. 

for each input feature vector a decision is made: ‘Benign’ or ‘Virus’. 

In [20], the unification of the theory of negative selection with the construction of 

production rules for knowledge processing is considered. The results of the experiments on the 
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DARPA KDD-99 dataset are presented. The proposed approach allows detecting various types 

of attacks; production rules are generated using the WEKA package in the form of decision trees. 

In [21-23], multilayer ANNs, which are generated using the clonal selection method, 

were selected as immune detectors.  

In [24], Kohonen's ANNs are used as detectors which respond to changes in network 

traffic statistics. The block for forming the immune memory implements the operations of 

cloning and mutating detectors. The mutation consists in random changing of the weights of the 

ANN detector by a small amount; the mechanism for cloning the detectors consists in creating 

5 copies of the detector that detected the anomaly. 

In [25], an Artificial Neural Immune Network (ANIN) is proposed, which is a 

combination of an ANN and an Artificial Immune Network (AiNet). In ANIN, each ANN is a 

detector and many of them are used in such a way that they can cooperate to solve a problem. 

AiNet is used to train ANN-based detectors both in terms of adjusting weights and their structure. 

Experimental results showed the network attack detection accuracy up to 87.98 % with low false 

alarms. 

A combination of AI algorithms allows us to provide higher accuracy. According to [26] 

Condorcet's Jury Theorem, experts having the similar competence above 0.5 make collective 

decision using a majority rule which approaches to 1 if a number of experts increases. 

According to [27], the combined algorithm error is guaranteed to be lower than the average 

error of these algorithms.  

Proposed approach 

As it is shown in [28-29], Random Forest (RF) classifier and ANN demonstrate a high 

level of attacks detection. This paper proposes the construction of the committee of classifiers, 

containing ANN, AIS and RF. Each classifier analyzes data independently of others. As it can 

be seen in Figure 1, the final decision is made based on the totality of the opinions of all 

classifiers. 

To assess the effectiveness of the proposed approach, NSL-KDD dataset was chosen 

[30]. The dimension of the feature space was reduced from 41 to 16 by the way described in 

[31]. Further, the quantitative features were scaled by bringing them to zero mean value and 

single deviation, the categorical features were recoded to the uniform numerical scale. The 

analysis of network traffic is carried out as follows. The information contained in the headers 

of the network traffic packets is transferred to the Feature Extraction block, where the above-

defined features are selected, a feature vector is formed, which is transferred to the Classifier 

Committee. The following measures were used to assess the effectiveness of IDS: 

− False Negatives (FN) – a number of abnormal activity samples determined as normal 

ones; 

− False Positives (FP) – a number of normal activity patterns identified as anomalies;  

− True Negatives (TN) – a number of correctly identified samples of normal activity;  

− True Positives (TP) – a number of correctly detected anomalies;  

− False Negatives Rate (FNR) calculated as  

 ;
TPFN

FN
FNR

+
=  (1) 

False Positives Rate (FPR) calculated as  

 ;
TNFP

FP
FPR

+
=  (2) 

True Negatives Rate (TNR) calculated as  
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 ;
FPTN

TN
TNR

+
=  (3) 

True Positives Rate (TPR) or Recall is the proportion of correctly detected anomalies 

among all anomalies calculated as  

 ;
FNTP

TP
TPR

+
=  (4) 

Precision is the proportion of correctly identified anomalies among all samples identified 

as anomalies calculated as 

 ;
FPTP

TP
Рrecision

+
=  (5) 

Accuracy – the proportion of correctly classified samples among all samples calculated 

as  

 ;
FNTNFPTP

TNTP
Accuracy

+++

+
=  (6) 

F1 score is harmonic means of Precision and Recall calculated as 

 
TPRРrecision

TPRРrecision
scoreF

+


=

2
1 . (7) 

Results of computational experiments 

Computational experiments were conducted as follows. Feature preprocessing, i.e. 

scaling and coding of numerical and categorical variables, was performed. Then the attack 

classes with less than 800 examples were removed from dataset. The dataset balancing 

procedure was performed using resampling operation (SMOTE [32]) with KNN for 

augmentation of small classes up to 5000 examples and selection of 15000 examples from two 

classes with a significantly large amount of initial data. 

Then the initial dataset was divided into training, test and validation datasets. RF with 

hyperparameter optimization (cross validation, selection by metric F1 score) was built. Its 

parameters were estimated on the test dataset that did not participate in hyperparameter 

optimization.  

ANN was created and trained on data with overfitting control and early shutdown. Then, 

similarly to RF, ANN was tested on the test dataset. AIS was trained not only to detect unknown 

attacks, but also to classify known ones using the method described in [31]. 

After that, the analysis procedure was started. The data were submitted to each of the 

classifiers. The opinions of each of them were aggregated and transmitted to the Expert block, 

where voting was held using the majority principle.  

It should be noted that ANN architecture parameters such as a number of neurons in the 

hidden layer and the coefficient of thinning connections were checked. It was shown that the 

optimal ANN architecture with 32 neurons in the hidden layer had been used. 

The experiments showed that Classifiers Committee results were worse than AIS results 

in 4 measures out of 7. It is because AIS, due to negative selection, has a significantly lower 

FPR measure and higher TNR value than ANN and RF. And several times, for instance, normal 

sample was categorized as normal one by AIS and as anomalous one by ANN and RC. Finally, 

the sample was considered as anomalous one by majority of votes. 

To solve this problem, the Expert block was reconfigured as follows. In determining 

whether a sample is normal or anomalous one, the priority has become not as the opinion of the 
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majority, but as the opinion of AIS. The class of attack was still determined on the basis of 

majority voting. The results are summarized in Table 1. 

As we can see, the Classifiers Committee results after that became better than the results 

of each single classifier. Thus, the use of the committee of classifiers makes it possible to 

compensate the shortcomings of some algorithms due to the advantages of others, and to obtain 

better results in network attacks detection and classification. The proposed approach can be 

applied to ensure the security of various types of networks, including IIoT. 

Table 1 – Findings 

Таблица 1 – Полученные результаты 

Measure ANN RFC AIS 
Average 

Value 

Classifiers 

Committee 

FNR 0,003 0,001 0,002 0,002 0,001 

FPR 0,013 0,003 0,001 0,006 0,001 

TNR 0,987 0,997 0,999 0,994 0,999 

TPR (Recall) 0,997 0,999 0,998 0,998 0,999 

Precision 0,985 0,996 0,999 0,993 0,999 

Accuracy 0,992 0,998 0,999 0,996 0,999 

𝐹1𝑠𝑐𝑜𝑟𝑒 0,991 0,997 0,998 0,996 0,999 

Conclusion 

Industrial Internet of Things (IIoT) systems are widely used, including a lot of different 

heterogeneous devices. An important issue in this field is the issue of ensuring their safety. One 

of the promising areas here is the development of Intrusion Detection Systems in the class of 

Hybrid Intelligent Systems combining different Artificial Intelligence methods to achieve a 

synergistic effect and compensating the shortcomings of some algorithms due to the advantages 

of others.  

A combination of algorithms allows increasing system accuracy. According to [26], 

Condorcet's Jury Theorem shows that under a dichotomous choice experts who all have the 

similar competence above 0.5 can make collective decisions using the majority rule with a 

competence that approaches 1 as either the size of the group or the experts competence goes 

up.  

This paper proposes the construction of the Committee of Classifiers, including ANN, 

AIS and RF. Each classifier analyzes data independently of others. The final decision is made 

based on the totality of the opinions of all classifiers. 

Computational experiments showed that Classifiers Committee results were better than 

the results of each single classifier. Thus, the use of the committee of classifiers makes it 

possible to obtain better results in network attacks detection and classification. This approach 

can be applied in the field of IIoT security. 
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