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Abstract. The object of the research is computing clusters of cloud data centers, containing many servers,
data storage systems, an input-output system interconnected by a communication network. The goal of
this research is to develop methods and models for improving the performance of a data center cluster
by reducing the processing time of service requests as well as reducing equipment costs due to the
efficient allocation of its resources. Therefore, it is necessary to implement optimization algorithms for
placing virtual machines (VMs) on physical servers in real time based on load balancing. The proposed
method of resource allocation is based on an iterative greedy algorithm and a limited search procedure.
Reduction in the computation time is achieved by introducing restrictions on the permissible search
depth. The paper puts forward a mathematical model of resource allocation, built using the Erlang model
in the form of a multi-line m-node queuing system (QS) of the M|M|m|n type with an n-seat buffer,
which makes it possible to determine the main indicators of service request quality in the form of QS
parameters. The efficiency of this approach was tested on a simulation model built on the basis of the
system functioning statistical analysis. Its experimental study was also carried out.
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Pe3zrome. OOBEKTOM WCCIENOBAHUS SBJSIOTCS BBIYMCIUTENBHBIE KIACTEPHl OOJAYHBIX IIEHTPOB
o0pabotku mansbeix (IIO/]), conepxaiyue MHOKECTBO CEPBEPOB, CUCTEM XPAHCHUS TAaHHBIX, CUCTEMY
BBOJIa-BHIBOJIA CBS3aHHBIX MEXAY COOOW KOMMYHUKAIMOHHOW ceThio. llempio paboThr sBIsieTcs
paspaboTka METOJAOB M MOJENCH TOBBINICHUS TNpou3BoauTenpbHOCTH Kiactepa LOJ] myrem
YMCHBIIICHUSI BpeMEHH OO0paOOTKH 3allpocOB Ha OOCIYyXKHBaHHE, a TAK)KEC YMCHBIICHUS 3aTpaT Ha
obOopymoBanue 3a cueT 3 GEKTUBHOTO PACIIPEICICHUS €r0 PeCypCOB. DTO BBI3BIBAET HEOOXOAMMOCTD
peann3anyy ONTHMHU3AIMOHHBIX AITOPUTMOB pa3MeIleHns BUPTyanbHbIX MamH (BM) Ha ¢pusndecknx
cepBepax B pealbHOM BPEeMEHHU Ha OCHOBE OaJTaHCHPOBKH HAarpy3ku. B OCHOBY IpeyI0kKeHHOTO METOIa
pacrpeieneHds pecypcoB MOJIOKEH UTEPALMOHHBIN KaJHBIH aIrOPUTM U MPOLEeaAypa OrpaHUYCHHOTO
nepebopa. CokpallieHHe BpEMEHH BBIYMCICHHUH TOCTUTACTCS IIPU 3TOM IIyTEM BBEACHUS OrpaHUYCHUI
Ha J0IMycTUMYIO TIyOuHy nepebopa. B paboTe nmpesuioskeHa MaTeMaTuyeckasi MOJIENb pacipeeieHus
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pECypCOB, TIOCTPOCHHAsI HA OCHOBE MOJENTH JpJIaHra B BHJIEC MHOTOJIMHEHHOW m-y3JI0BOM CHCTEMBI
MaccoBoro oociyxkuBanus (CMO) tuna M |M |m|n ¢ n-MecTHBIM Oy(hepoM, TIO3BOJISAIOIIAS ONPEACIATH
OCHOBHBIC TIOKa3aTelM KadecTBa OOCITY)KMBaHUS 3ampocoB B Bujae mapamerpoB CMO.
PaboTocniocoOHOCTH TPEUIOKEHHOTO MOAX0/1a IPOBEpEHa Ha UMHUTAIIMOHHONW MOJIENH, TOCTPOSHHON
HA OCHOBE CTaTHCTHYECKOr0 aHann3a  (QYHKIMOHUPOBAHWS  CUCTEMBI, IPOBEJCHO  ee
AKCIICPUMEHTAIBHOE HCCIICIOBAHME.

Knroueessle c106a: BEIMUCIUTEILHBIC KITACTEPHI, BUPTYAIbHBIC MAITUHBI, (PU3UYECKUE CEPBEPHI, MOJICIH
pacnpeneneHus peCypcoB, 3BPUCTHUECKHE aTOPUTMBL, MOIEIHHBIN 3KCIIEPUMEHT.

Jna yumupoeanusn: Modanos B.I1., bparaenko H.YO., JIunen I'. 1., [Tankanos N.C. MeToas! u Moaenu
CepBHCa pACIpE/C/ICHUs PECYPCOB B KiacTepax ¢ OalaHCHPOBKOW HATPY3KH IIEHTPOB 0OPabOTKH
TaHHBIX. Moodenuposanue, onmumuzayus u ungopmayuonnvie mexnonozuu. 2022;10(2). JocrynHo no:
https://moitvivt.ru/ru/journal/pdf?id=1188 DOI: 10.26102/2310-6018/2022.37.2.030 (Ha auri.).

Introduction

Cloud data centers are the most commonly used form of providing computing resources
to corporate users. Research results have shown that in corporate data centers, as a rule, from
10% to 35% of the computing power of servers is realized [1,2]. One of the ways to increase
the efficiency of using the computing resources of the data center and to reduce the cost of
equipment is to improve the quality of its management. To do this, based on the given
parameters of the data center computing cluster and input request streams, it is necessary to
solve the problems of optimal distribution of software applications among virtual machines;
distribution of virtual machines on the hardware and software platform of the data center;
determining the number of servers in the cluster; the amount of its internal and external
memory, provided achieving the maximum value of its performance as well as the minimum
cost of resources of all servers. At the same time, as an optimality criterion, we will employ the
average processing time of incoming requests to the data center cluster and its total resource
costs. A fairly realistic model of a data center cluster, taking into account the properties of
incoming requests for processing, can be built on the basis of a QS with arbitrary distributions
of intervals between requests and the duration of their service. However, the application of
models such as G|G|n|m, G|G|n|1, G|G|n helps to obtain only approximate analytical results in
the form of upper and lower estimates even for average values of the system load [3,4]. It was
shown by L. Kleinrock [5] that under certain assumptions for the study of such systems, the
apparatus of the QS type M | M |n|m can be utilized. The article describes the development

and investigation of a model for studying the resource allocation processes of cloud data center
clusters.

Related works

The load distribution systems of widespread modern hypervisors (VMware
Infrastructure, VMware ESXi Server, Microsoft Hyper-V) have direct application distribution
methods as well as experimental settings selected empirically, which are often based on
statistics and resource utilization forecasting [6—9]. For example, a resource scheduler based on
the OpenStack platform algorithms neither properly matches the dynamically changing and
unpredictable load rate nor fully reflects the real-time dynamics of all ongoing processes. These
algorithms do not provide a complete solution to balance the load of data centers and to allocate
physical server resources among virtual machines and network applications in real time [10—
13]. Therefore, the quality of service is not properly guaranteed. For a higher efficiency of the
hardware-software platform of data centers, it is necessary to develop rational methods and
models implementing, first, resource allocation service for load balancing clusters and, second,
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optimization algorithms for placing requests and software applications on physical servers in
real time.
Implementing a static approach to allocating data center resources

The static approach of data center resource allocation is used at a stable demand flow
rate and is implemented by the data center hardware and software platform management system,
shown in Figure 1. The resource allocation algorithms implemented here perform the placement
of VMs and implement the procedures for their migration.

Service quality
Resource utilization
Load Global
oad rate manager Placement strategy of
virtual machines

Load volume

YYYVvYYy

Local
manager

Local
manager

Virtual machines Virtual machines Placement of
Monitoring virtual machines

and migration
System e e *ee
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Figure 1 — Load distribution and balancing system
Pucynok 1 — Cuctema pacnpeiefieHUsT 1 OaTaHCUPOBKH HATPY3KH

The monitoring system, local and global managers manage the hardware and software
platform of the data center, distribute physical servers, and migrate VMs. The non-polynomial
algorithms used in this case, shown in Table 1, provide a solution to the problems of placing
VMs on the hardware platform of the data center with acceptable accuracy (the FFD and BED
algorithms provide distribution accuracy no more than 22% different from the optimal one)
[14,15,16].

Table 1 — Non-polynomial data center resource allocation algorithms
Tabmuua 1 — HemonumHoMuanbHbIe alropuTMBI pactpeneneHus pecypcos IO

Algorithm NF FF BF NFD FFD BFD
Accuracy 2 1.7 1.7 1.691 1.222 1.222

Studies [6,17,18,19] have shown that in the case of a data center cluster equipment load
of more than 40%, these algorithms lead to unacceptable results. This necessitates the
development of more rational approaches to the distribution of software applications across
VMs as well as the distribution of the hardware and software platform of the data center
between VMs. In this case, it is most advisable to use the following constraints [6,14,20]:

— An application can be executed on a single VM only, i.e.,

Zajnglﬂ (1)
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1 if application is executed on n VMs,

J

where a;, =
" {0 otherwise,

j=Ln, n=1k.

— The applications distributed to VMs request the total volumes of resources not
exceeding the available ones, i.e.,

2a;,C; <C,, Yam; <M, ()
n n

where C, and M, are the performance and memory capacity of the jth VM.

—  The applications are indivisible for all time intervals ¢, of their execution, i.e.,

tn
22, =12 a, 3)

t=0 n n

To solve the problem of distributing software applications over VMs, one can use the
greedy heuristic algorithm presented below [21,22], which provides a distribution close to
optimal.

1. Rearrange all software applications j € r in the descending order of their requests for
the resources of VMs.

2. Rank all VMs k € K by their performance, top to bottom.

3. For each application j (k) on each time interval ¢, , selecta VM that is able to execute

this application.

4. If such VM is not selected, the application will not be executed. Otherwise, the
required volumes of resources are reserved on the VM.

When solving the problem of distributing a set BM , k = (I,_N) to a set of application

servers S, i = (I,_L) and file servers H jo J= (I,M ), we introduce the following restrictions:

— Each VM can be placed on a single server only, i.e.,

L M N
IDIDD X =1, “4)
i=1 j=1k=1
1if VM is placed on S; or H ;,
where x;; = )
0 otherwise.
—  The memory resources (RAM) requested by VMs from physical servers satisfy the
inequality.
L M N
i=1 j=1k=1

—  The server performance constraint, written as

L M N

i=1 j=1k=1
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—  The disk storage capacity constraint, written as
L M N

22 2 Sexi < Sy (7)

i=1 j=1k=1
—  The performance constraint on the data input-output system, written as

L M N
. > > IOPSx;; < IOPS};. (8)
i=1 j=1k=1

The throughput of the switching system must meet the following conditions

n L n L
22nl<Il, Y ¥nl<K )
i=11=1 i=11=1

where 7/ is the required throughput of VM, under the utilization of / virtual channels;

IT and K are the total throughputs of physical channels and the switching system.

Choose the following criteria of optimality:

— the maximum load of data center equipment,

L M N
K] = Z Z Z CPkaljk 'RAkaijk (10)
i=1 j=lk=1

— the maximum performance of the input-output system,

L M N

i=l j=1k=I

— the maximum performance of the switching system and transfer system,

n L
Ky=3 35l (12)
i=1i=1
This problem can be solved by sequential processing of requests for VM placement. The
external data center scheduler allocates to each VM the maximum value of the resources of
CPU, RAM, disk, IOPS, etc. A physical resource with a minimum residual sum of its
parameters is determined, and a VM is placed VM; on it using the following scheme:

K . ,
1. All VMs are ranked by the value of the characteristic V; = Y. C ]VJ’ where Vj’ is the
j=1

request of VM; for resource j, j=1,K, and C; denotes the significance of this resource.

2. In accordance with the initial scheme, a VM with the highest resource requirements is
selected and then placed on a physical element with a minimum resource. A most reasonable
method is to use here an iterative algorithm based on dynamic programming.

For example, the iterative greedy algorithm runs as follows [23,24]. As the input

processes a; of the set S ={a;, a,,...,a,} the final times f; of their implementation are used.

The sequentially selected processes are combined by the Greedy Activity Selector procedure

(S, f ) into a set 4 in which f; is the maximum final time of all processes

3. The external data center scheduler estimates the performance of the VM placed to the
server.

5(15
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4. If the VM’s performance is below the specified level, the external scheduler moves it

to a physical element with a higher level of resources and goes back to Step 3.

5. If the VM'’s performance is higher than the specified level, the external scheduler

moves it to a physical element with a lower level of resources and goes back to Step 3.

If it is impossible to distribute VM, the transition to the limited enumeration procedure
is performed. The enumeration depth, which determines the maximum number of servers for
which the distribution is assigned, must guarantee the required balance between the quality of
service and the VM distribution time (find an acceptable solution in an allowed time). The

scheme of the data center resource allocation algorithm is shown in Figure 2.

A 4

The user makes a request to create a VM

'

VMs are ranked by the value of the characteristic
X i
Vi= 2 GV
. J=I
where V; is the request of VM; for resource j,

j =LK, C;is resource significance coefficient.

'

A VM with the highest resource requirements is
selected and placed on a physical element with a
minimum resource

v

The local data center manager evaluates the
performance of the VM hosted on the server

Is the VM performance below the
specified level?

level

The global manager moves the VM to a
physical element with a higher resource

A4

Is the VM performance above the

The global manager moves the VM to a
physical element with a lower resource
level

specified level?

Figure 2 — Diagram of the data center resource allocation algorithm
Pucynox 2 — Cxema anropurMma pacupenenenus pecypcon LIO
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VM cannot be hosted?

Going to the limited
enumeration procedure

Is the VM hosted?

The VM is removed from the Placing the next VM.

queuc The resource level requirements of the previous
VM are lowered and it becomes a common
ordered queue

!

Choosing the best placement in terms of time,
subject to all restrictions

Figure 2 (continued)
Pucynox 2 (mpomoimkenue)

The quality of service can be estimated by the probability of blocking for Ps service

requests; otherwise, by the probability of no admissible servers per unit time. This can be done
using the Erlang formula

a"/n!
P(s:n—/a (13)
S o k!
k=0

where Pj; denotes the probability of blocking;

n 1s the number of servers;
a is the rate of requests.

The value of this probability can be determined in a recurrent way [20,25,26]
B (n -1, a)

P :B(n,a):m,

(14)
where n=1,2,..., and B(0,a)=1.

In the case of large values of n and a, the computing time of P; can be reduced by
choosing a required deviation Py (i)—Ps(i—1) <& and terminating the enumeration procedure

as soon as the value O is achieved. Here 0 specifies the accuracy of calculations.
6. If the resource is not found, then the next VM is placed, the resource requested by the
previous VM is decreased, and it is included in the common ordered queue.
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7. If the resource is found, then the VM is eliminated from the queue.

8. The time-optimal placement is selected under the existing constraints.

Analytical model of resource allocation for a data center cluster

Figure 3 shows a formalized model of a data center in the form of a multichannel QS,
which includes the following elements:

— input stream of requests for processing;

— a set of clusters, each of which is formed by many parallel servers;

— input buffer (cluster memory);

— central buffer common to all clusters.

Figure 3 shows a formalized model of a data center in the form of a multichannel QS,
which includes the following elements:

If the incoming flows of requests are ordinary and stationary, then the total input flow
i1s Markov and the main indicators of the quality of its processing can be defined as indicators
of the QS. A request that arrives in the system and makes at least one of the cluster servers free
occupies any free VM without waiting. The service characteristics of the request can be
described by the indicators of the M/M/N system with the service probability P1. When all
servers and cluster memory are busy, the request is sent to an unlimited external memory-
central buffer. The service characteristics can be described by the indicators of the M/M/N/m
system with the service probability P3. If all VMs in the cluster are busy, the request goes to
the cluster memory queue. The probability of this event is P2=1-P1-P3.

Web servers
Load distributor Kuacrep 1

il’: ld} i P,

Application servers

—| Y g Central buffer [—»| L3 Cluster memory

\
¥

Cluster 2
Ps
. . Database servers
Basic QS models for calculation

Py MMN

P;— MM|Njm ...

P, - 1-P,-P;

-VMN

Cluster K

Figure 3 — Formalized data center model
Pucynok 3 — ®opmanuzoBannag mozens LLO]]

Forthe QS M |M |m|n, 1<n<ow, 0<m< o the state graph is shown in Figure 4.

Figure 4 — State graph of the QS M|M|n|m
Pucynok 4 — I'pag cocrostanit CMO M |M|n|m
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In the stationary mode, the probability distribution of states of a given QS has the form
[15]

P = k! ,0<k<n, (15)

wla)
L
P . = mAm , 1<s<m, (16)

where p = 2 isthe system load (in case n <o0);
ny
P, P, are the probabilities of finding the system in the k-th and (m + s)-th states.

System loading:

m+n
g=1-F =2 P (17)
j=1
Average number of requests in the system:
m+n
N,=> k-B, (18)
k=0

The average number of requests in the queue:

m+n

N,= Y (k-n)-P, (19)

k=n+1
Average time spent by requests in the system:

m+n

k-P,
— Nc — kgo - (20)
C
nu(1-Fy) nu(l-R)
Average waiting time for requests in the system:
m+n
T = 0 — k=m+1 (21)

O_ny(l—Po) n,u(l—PO)

Average service time:
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m+n m—1
=T.-T, =—+ kem k=2 (22)

T,
< mu m,u(l—PO)

obcn

The probability that all servers in the cluster are free:

-1
n-1 ak a”
0 Lg‘o k! n!(l—p)} @3)
A A . . e
where a =— and p =— are traffic intensity and cluster utilization rate.
nu nu
Probability of request processing delay:

an

Py=FB—— 24
D=5, (24)
The probability of an out-of-order request:
R=1-F, (25)

The probability of a request arriving when the input queue is overflowed is equal to the
probability of blocking the system M |M |n|m:

1 _ N
p-t 1 f) L (26)
where s is the size of the input buffer.
The probability of receiving a request when all the servers in the cluster are busy:
P, =1-R-P, @7)

For an Erlang system with failures, which contains » parallel servers and an unrestricted
central buffer, the average time a query spends in a cluster will be [5,27]:

Tep = |:Z'SP1 +(Ta) +7, )P2 +T,P3]- (28)

I-R,
s+1

p___np
,Ll_A ﬂ_ApS-H

where 7, =

It can be seen from the obtained expressions that the average time for processing
requests by a data center cluster depends on its load by the input stream of requests and on the
amount of internal shared memory. By setting the required time for processing an application
by the cluster, you can define the necessary parameters of the servers and VM of the cluster.

Numerical experiment

In Python the programming language, a simulation model has been developed that
implements the presented algorithm (certificate of state registration of a computer program No.
2020617795 dated July 15, 2020). The simulation was carried out for a data center based on the
Huawei 2488 platform, Intel (R) Xeon (R) Gold 6154 processor, 512 Gb memory containing
10 hosts and 40 VMs. The boundaries of the required VM resources were randomly generated
in the range of 35-70% of the server resources. The throughput of the switching system is
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defined in the range of 0.7—1 Gbps. The random VM migration time was set by the gamma
distribution. The distribution of the number of requested resources for each VM is described by
normal law. The research results are shown in Tables 2-5.

Table 2 — Utilization percentage of the number of servers in a data centre cluster
Tab6mmma 2 — [IponeHT UCIIOIE30BaHMS KOJIMIECTBa cepBepoB kiactepa [10/]

Number of cluster
servers
Used cluster servers
before placement, %
Used cluster servers
after placement, %

1 2 3 4 5 6 7 8 9 10

85 63 | 100 | 81 42 | 37 | 34 | 45 30 | 40

73 75 70 75 — - — - — -

Table 3 — Percentage of buffer memory usage in data center cluster servers
Tabmuua 3 — [IpoueHT ucnons3oBanus OydepHoil mamsatu cepBepos kinactepa LIO/]

Numbers of hosts 1 2 3 4 5 6 7 8 9 10
memory usage before
placement, %
memory usage after
placement, %

60 | 65 70 | 45 | 27 | 25 | 20 | 32 | 40 | 43

80 | 65 40 | 70 - - - - - -

Table 4 — Time to host virtual machines on data center cluster servers
Tabnuua 4 — Bpems pa3Mmenienns BUPTyalbHBIX MAIlInH Ha cepBepax kinacrepa O/

Number of
VMe 5 10 15 20 25 30 35 40
Pl t
Jacethen 12 19 25 31 50 75 85 90
time, sec.

Table 5 — Time of processing requests by a data center cluster
Tabmuia 5 — Bpemst 00padoTku 3anpocos kiaactepom L[O/]

Load of servers 0.35 0.40 0.45 0.50 0.55 0.60

Request processing 0.103 0.147 0.183 0216 0342 | 0.451
time, sec.

It follows from the simulation results that the proposed model for the distribution of data
center cluster resources provides acceptable distribution rates for the number of VMs not
exceeding 20. With an increase in the number of VMs, the time for distribution and processing
of requests by a data center cluster grows exponentially. The implementation of the presented
algorithm reduces the number of used data center servers by 60%, with the number of VMs
being hosted not exceeding 40.

Conclusion

An approach based on a heuristic greedy algorithm with a bounded enumeration
procedure and restrictions on the resources of the hardware and software complex of the data
center is proposed to solve and study the problem of efficient allocation of resources for a
computing cluster in a cloud data center. The search depth, which determines the maximum
possible number of servers and virtual machines to assign allocation, provides the necessary
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balance between quality of service and allocation time. The algorithm for solving the problem
includes the following stages: optimal distribution of software applications among virtual
machines, distribution of virtual machines among servers of a data center cluster, construction
of an algorithm diagram, determination of the main indicators of request processing quality by
means of analytical and simulation modeling. Taking into account that such stochastic systems
satisfy the ergodicity condition, the parameters of the data center cluster, which determine the
main indicators of request processing quality, are defined as indicators of the QS operating in
a stationary mode. The use of the proposed approach will make it possible to reasonably carry
out the placement of software applications on the VM of a corporate data center, choose the
composition of virtual machines and solve the problems of their rational placement on the
physical servers of the data center clusters.
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